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Managed Firewall Service

The Solution:

Your network is an important business tool, containing a wealth of important data and
files. A single flaw in security implementation at any point in the network can expose
the entire network infrastructure, allowing malicious access to the information
contained within, with potentially severe consequences. To ensure that your network
remains protected from intrusion, viruses, spyware, dangerous Active-X controls, and

the use of inappropriate content, a firewall / security layer is essential.

Concorde Informatics is a SonicWALL Managed Service Partner and has over 100

firewalls under our Management. Our Certified SonicWALL Security Administrators can

remotely and securely manage and monitor your SonicWALL Firewall (through the use
Contact Details of the SonicWALL Global Management System). Concorde Informatics can manage all

. security policies and services for your network — making changes as required to
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firewall settings, deploying VPN to any user, and including SonicWALL upgrade and
subscription services (including Gateway Anti-Virus, Anti-Spyware, Intrusion Prevention

Service, Complete Anti-Virus and Content Filtering Service) as and where necessary.
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Features and Benefits:

-

Firewall: True deep packet inspection enterprise class solution. Go way
beyond yesterday’s Stateful Packet Inspection (SPI) technology.

Content Filtering: 12 basic categories or 56 extensive categories which
you control and to which you can add /delete exceptions on your terms.

Improved security
Our specialist team will ensure that firewall rules are configured correctly
and firmware is kept up-to-date.

VPN management and support
We can provide manage and support remote user and branch to
branch VPN as part of any managed firewall solution.

Intrusion Prevention: Prevent applications such as Peer to Peer file sharing
or Instant Messenger (AOL, MSN, AIM, etc) from ever accessing the internet.

Gateway Anti Virus: Block viruses before they get into your network. Scan
inside emails, web downloads, in fact almost any type of internet traffic.

System Management - Allows you to focus on other tasks.

Our certified personnel manage your firewall or VPN for maximum security.
The services include unlimited technical support, system maintenance,
configuration backup and repair or replacement of defective equipment.
Our automated incident and response escalation begins whenever a
security event or system failure is detected.

Proactive Security Monitoring - We watch for Internet attacks so you don't have to.
Pro-active security monitoring by our automated systems and trained
security professionals provides a complete security solution for your
network. Our Threat Detection System tracks network usage and alerts
our staff in the event of suspicious activity. Our personnel investigate
those events and, if appropriate, contact you to assist with resolution.

Internet Connectivity Options: we can also provide you with several
Internet Service Options which include high speed fibre optic, Wired
or Wireless, ADSL plans, etc. We can then manage the whole link as
part of the Managed Service.

Anti Spyware: Block spyware and dangerous active X controls at the
gateway. Prevent any existing spyware on your network from
communicating back to its master. Two way anti spyware protection
for your whole network.

Managed Reporting - You will always know what is going on and what we
did to fix it.

Concorde Informatics provides access to a variety of real-time reports on
our Customer Web Portal that help you manage your network usage.
Reports such as "Top Websites", "Top Web Users" or "Bandwidth Usage"
help you quickly identify problem areas and help you reduce your non-
essential network usage. In addition, the on-line reports can help identify
user access to inappropriate Websites.

Reduced costs

Our managed firewall solutions start at £45 per month Plus either Pre-
Configuration at f£175 or f£550 for onsite standard installation and
configuration. By outsourcing your firewall management to our dedicated
and experienced team, you can save money on HR and training costs.

Full Auditing: All rule changes are recorded. Full accountability.

Scalability
Our managed firewall solutions range from single small office Internet
gateway protection through to fully outsourced Enterprise network security
solutions.

Let Concorde Informatics show you how our Sentry Managed Firewall Service can improve your IT department's efficiency and

level of productivity.
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Pricing:

-
ltem Monthly
Fee*

Sentry 100 24x7x365

The Entry Level Sentry 100 is the fastest UTM network security platform available to small businesses integrating
blazingly fast gigabit Ethernet speeds, a powerful deep packet inspection firewall and automated failover/failback
technologies. Complementing the 10/100 WAN and LAN ports is a 5-port 10/100 LAN switch that is fully customizable £45
as a second LAN, a second WAN, a WLAN, a DMZ or another customized network zone. The Sentry 100 Series comes
standard with unrestricted nodes and one USB ports for future use.

Sentry 200 24x7x365

The Sentry 200 is the fastest UTM network security platform available to small businesses who require deeper
packet inspection, faster throughput and a greater number of concurrent connections than a Sentry 100
integrating blazingly fast gigabit Ethernet speeds, a powerful deep packet inspection firewall and automated fés5
failover/failback technologies. Complementing the 10/100 WAN and LAN ports is a 5-port 10/100 LAN switch that
is fully customizable as a second LAN, a second WAN, a WLAN, a DMZ or another customized network zone.

The Sentry 200 Series comes standard with unrestricted nodes and one USB ports for use with 3G USB Modems.

Sentry 210 24x7x365

The Sentry 210 is the fastest UTM network security platform available to small businesses integrating blazingly
fast gigabit Ethernet speeds, a powerful deep packet inspection firewall and automated failover/failback
technologies. Complementing the 10/100/1000 WAN and LAN ports is a 5-port 10/100 LAN switch that is fully
customizable as a second LAN, a second WAN, a WLAN, a DMZ or another customized network zone. The
Sentry 210 Series comes standard with unrestricted nodes and two USB ports for future use.

fi05

Sentry 210W 24x7x365

The Sentry210 Wireless-N is the fastest UTM network security platform available to small businesses integrating
blazingly fast gigabit Ethernet speeds, a powerful deep packet inspection firewall and automated failover/failback
technologies. Complementing the 10/100/1000 WAN and LAN ports is a 5-port 10/100 LAN switch that is fully f115
customizable as a second LAN, a second WAN, a WLAN, a DMZ or another customized network zone. The Sentry
210 Series comes standard with unrestricted nodes and two USB ports for future use. In addition, the Sentry 210
Wireless-N includes optional 802.11n, the ultimate in high-speed wireless communications.

Sentry 240 24x7x365

Sentry 240 is a next-generation United Threat Management platform, utilizing a breakthrough multi-core hardware
design with 2 cores and 6 GbE interfaces to deliver real-time network protection and application control,
reducing complexity without compromising performance, The Sentry 240 is well-suited for branch office and
distributed environments requiring threat prevention, rapid deployment and lowered total cost of ownership. f120
The Sentry 240 combines high-speed intrusion prevention, file and content inspection and powerful application
firewall capabilities with an extensive array of advanced networking and configuration flexibility features that
increase the performance and productivity of the network. The Sentry 240 also supports virtual local area
networks (VLANSs), seamless high availability and QoS features.

Sentry 2400 24x7x365

The Sentry 2400 is a next-generation Unified Threat Management platform, utilizing a breakthrough multi-core
hardware design and Patented Reassembly-Free DPI with 6GbE interfaces to deliver real-time network

protection without compromising performance. Designed for SME and branch office networks the Sentry 2400
offers best-in-class threat prevention, rapid deployment and lowered TCO.

The Sentry 2400 combines high-speed intrusion prevention, file and content inspection and powerful application
firewall capabilities with an extensive array of advanced network and configuration flexibility features in an
accessible, affordable platform that is easy to deploy and manage in a wide variety of environments.

f210

Sentry 3500 24x7x365

Sentry 3500 is a next generation United Threat Management (UM) firewall designed to meet the demands of
corporate central-site and large distributed environments. Built upon a breakthrough 8-core hardware platform, the
Sentry 3500 delivers real-time internal and external network protection without compromising network
performance for corporate networks and distributed environments. The Sentry 3500 combines high-speed

intrusion prevention, file and content inspection and powerful Application Firewall capabilities with an extensive £285
array of advanced networking, stateful high-availability and configuration flexibility. With 6 configurable gigabit
Ethernet (GE) interfaces, The Sentry 3500 is an ideal solution for corporate perimeter protection and remote
access connectivity. The Sentry 3500 also supports virtual local area networks (VLANS), enterprise-class routing
and QoS features, further extending security and performance throughout the network.

*The Managed Service is based on a 36 month Contract.

RRP
Pre-configuration and Ship to site Sentry 100 and 200 Only fi75
Onsite Standard Installation Sentry 210 and Upwards Subject to configuration
Onsite Advanced Installation Sentry 210 and Upwards Subject to configuration
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What you get:

Supply
Concorde Informatics Ltd will supply you with the required Firewall device to best suit your needs.

Installation

Concorde Informatics Ltd will install the selected unit at your premises.

Technical Assistance Centre
Expert support, backed by strict SLAs on call handling and incident response times.

Proactive Monitoring 24x7x365
Bespoke monitoring software allows Concorde Informatics Ltd to proactively monitor your IT infrastructure, so that threats and
issues are highlighted and fixed as they emerge.

Change Control Management
We provide you a coordinated change control service for all changes impacting the network. This includes impact assessment,

planning and co-ordination, event monitoring, call logging and reporting.

Customer Reporting Portal
Concorde Informatics Ltd provide Managed Service customers with access to a reporting portal. Depending upon your type of
service, various reports are made available, both real time and historical.

Intrusion Prevention
Our Threat Detection System tracks network usage and alerts our staff in the event of suspicious activity. Our personnel

investigate those events and, if appropriate, contact you to assist with resolution.

Continuous Updates
The ‘hands-off’ nature of the service means that your staff need not worry about whether you Network Security is up to date. This
ultimately allows them to concentrate fully on your business, with the full knowledge that your network is secure and up to data.

Managing Usage Policies
Sentry Managed Firewall Services gives you the ability to ensure the Internet is not being abused Sentry Managed Firewall
Services allow you to both manage and clearly see how the Internet is being used on a day to day basis. Comprehensive reports
available on demand via our unique reporting portal, allow you to clearly see who is doing what and when, ultimately meaning
you can keep Internet related costs down to a level that is suitable to your business needs.

Hardware Warranty
In the unlikely event that the equipment fails, Concorde Informatics will supply and install a replacement within 48hrs.

LEARN MORE

For more information on how Concorde Informatics will help you with your IT requirements
please call 01484 405405 or contact us online today. CONCORDE
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